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A method and appara- 
tus for reverting a disk drive 
to an earlier point in time is 
disclosed. Changes made to 
the drive are saved in a cir- 
cular history buffer which in- 
cludes the old data, the time 
it was replaced by new data, 
and the original location of 
the data. The circular history 
buffer may also be imple- 
mented by saving new data 
elements into new locations 
and leaving the old data el- 
ements in their original loca- 
tions. References to the new 

data elements are mapped to toe new location. The disk drive is reverted to an earlier point in time by replacing the new data element with 
the original data elements retrieved from the history buffer, or in the case of the other embodiment, reads to the disk are mapped to the old 
data elements still stored in their original locations. The method and apparatus may be implemented as pan of an operating system, or as 
a separate program, or in the controller for the disk drive. The method and apparatus are applicable to other forms of data storage as well. 
Also disclosed are method and apparatus for providing firewall protection to data in a data storage medium of a computer system. 
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This International Search Report has not been established in respect of certain claims under Article 1 7(2)(a) (or the following reasons: 
1. I Claims Not.: 

because they relate to subject matter not required to be searched by this Authority, namely: 



2. Claims Nos.: 

— because they relate to parts of the International Application that do not comply with the prescribed requirements to such 
an extent that no meaningful International Search can be carried out, specifically : 



3. I I Claims Nos.: 

1 ' because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a). 



Box II Observations where unity of invention is lacking (Continuation of itsm 2 of first shoot) 



This International Searching Authority found multiple inventions in this international application, as follows: 

see additional sheet 
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I — ' searchable claims. 

2. r~] As ail searchable claims could be searched without effort justifying an additional fee, this Authority did not invite payment 
of any additional fee. 



3. I I As only some of the required additional search fees were timely paid by the applicant, this International Search 
I— I covers only those claims for which fees were paid, specifically claims Nos.: 
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This International Searching Authority found multiple (groups of) 
inventions in this international application, as follows: 

1. Claims: 1-127,139 

Disk based data backup and recovery in computer systems. 
Changes made to a disk drive are saved in a circular history 
buffer. The disk drive is reverted to an earlier point in 
time by 1. replacing new data elements with original data 
elements retrieved from the history buffer or 2. re-mapping 
of disk reads to old data still stored in their original 
locations on the disk. 



2. Claims: 128-136 

Method of protecting computer resources against unauthorised 
modification by verifying that program code executed by the 
processor of the computer is trusted code. 

3. Claims: 137-138 

A driver program within a storage controller for interfacing 
to a main processing unit. The driver program uses RAM and 
other resources seperate from the main processing unit. 



The International Searching Authority considers that the present 
application contains three inventions, not linked by a single general 
inventive concept (Rule 13.1 PCT). This observation is based on the 
following reasons: 

a. The prior art has been defined as D1=US-A-5325519. 

a. l Dl discloses a method in a computer system for storing data on a 
storage device whereby the device includes processing circuitry for 
detecting access requests to alter data in respective locations of a 
storage device, and, prior to executing such requests, storing the 
data in an audit partition (circular buffer) of the storage device. 
The device can subsequently restore the data retained in the audit 
partition .region to its previous location on the device and thereby 
return the storage device to a previous state (revert the computer 
system back in time). 

b. Consequently, the special technical features identified by 
comparison with this prior art, as defined in Rule 13.2 PCT, are the 
following: 

b.l for invention nr. 1 (claims 1-127,139): 
Merging the non-overwritten portion of the original data on the 
storage device with the portion of the original data recorded in the 
buffer to form a virtual (simulated) storage device (combining current 
and old data). 
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b. 1.1 from this special technical feature the objective problem to be 
solved by the first invention can be seen in how to allow access to 
the state of a disk from an earlier time. 

b.2 for invention m\ 2 (claims 128-136): 

Protecting computer resources by verifying that program code executed 
by the processor of the computer is trusted code. 

b.2.1 from this special technical feature the objective problem to be 
solved by the second invention can be seen in how to avoid the 
unauthorised modification of computer resources. 

b.3 for invention nr. 3 (claims 137,138): 

A driver program, within a storage controller, using RAH and other 
resources seperate from a main processing unit. 

b. 3.1 from this special technical feature the objective problem to be 
solved by the third invention can be seen in how to prevent a 
malicious program (virus) of corrupting the internal data structure of 
a driver program for a storage controller. 

c. The above analysis shows that the special technical features of 
invention 1 are not the same or similar to those characterising the 
other three inventions. Furthermore, a comparison of the objective 
problem 1 with each one of the objective problems 2 and 3, all seen in 
the light of the description and the drawings of the present 
application, indicates that these objective problems are all 
different and have no corresponding technical effects with regard to 
the first one. As a result, no correspondence (as defined in Rule 13.2 
PCT, 2nd sentence) is present between the special technical features 
of invention 1 and those characterising the other two inventions. 

c. l The special technical features of inventions 2 and 3 are also not 
the same and, since they all solve different problems and have no 
corresponding technical effects, they are also not corresponding. 

d. Thus, the application does not comply with the requirement of Unity 
of Invention (Rule 13 PCT). 
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